Towyn & Kinmel Bay Town Council

COMMUNICATION and SOCIAL MEDIA POLICY

Adopted by TKBTC at Full Council Meeting held on 29/08/2018.

Revised and Approved at Full Council Annual Meeting held on 15/05/2019.

Reviewed and Approved at Full Council Annual Meeting on 27/5/2020.

Reviewed and Approved at Full Council Annual Meeting on 12/05/2021.

Reviewed and Approved at Full Council Annual Meeting on 18/05/2022.

Reviewed and Approved at Full Council Annual Meeting held on 17/05/2023.

Reviewed and Approved at Full Council Annual Meeting held on 15/05/2024.

Reviewed & Approved at Full Council Annual Meeting held on 14/05/2025.
Reviewed & Approved at Full Council Annual Meeting held on 13/05/2026.

1.2

1.3

2.2

Introduction

Towyn & Kinmel Bay Town Council is committed to engaging with key stakeholders both
internally and externally in order to improve the local community and enhance the lives of the
residents who live here through accurate and effective communications.

Communication comes in many forms and across multiple media and this policy considers this
within its content, and although new and emerging media may not be mentioned herein, the
principles of positive communication remain the same.

The press and social media offer exciting and innovative ways for Towyn & Kinmel Bay Town
and it’s Council to thrive. Participating in them is a good and effective way to expand and
elevate the Town and Council’s presence in the community, and communicate information to
our constituency.

Purpose

The purpose of this policy is to define roles and responsibilities within Towyn & Kinmel Bay
Town Council and give guidelines on external communications, contact with the media and
effective use of social media.

It is not the intention of this policy to curb freedom of speech or to enforce strict rules and
regulations. Rather, it provides guidance on how communications should be handled, how to
deal with issues that may arise and indicates how any risks or pitfalls can be minimised or
mitigated.
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Key Aims

The council is accountable to the local community for its actions; this accountability can be
managed, in part, through effective two-way communications. The media is crucially important
in conveying the information to the community and, as such, the Council must maintain positive,
constructive media relations and work with the media to increase public awareness of the
services and facilities provided by the Council, and to explain the reasons for particular policies
and priorities.

It is important that the media has access to the Clerk/Members and to background information
to assist them in giving accurate accounts to the public. To balance this, the Council reserves
the right to defend itself from any unfounded criticism and will ensure that the public is properly
informed of all the relevant facts.

Towyn & Kinmel Bay Town Council acknowledges social media as a useful communication tool.
However, clear guidelines are needed for the use of social media to ensure they are used
effectively as part of a wider communications mix and that its use does not expose the Council
to security risks, reputational damage or breach of the Data Protection Act 2018.

Legal Framework and Standing Orders

The law governing communications in local authorities can be found in the Local Government
Acts 1986 and 1988. The Council must also have regard to the Government’s Code of
Recommended Practice on Local Authority Publicity.

As a Council adherence should be made to The Openness of Local Government Bodies
Regulations 2014.

Towyn & Kinmel Bay Town Council has Standing Orders which it expects its Councillors to
abide by.

External Communications and Working with the Media
The Town Clerk and Members should always have due regard for the long-term reputation of
the Council in all their dealings with the media.

Confidential documents, exempt minutes, reports, papers and private correspondence should
not be leaked to the media. If such leaks do occur, an investigation will take place to establish
who was responsible, with appropriate action taken.

When the media wish to discuss an issue that is, or is likely to be, subject to legal proceedings
then advice should be taken form the Council’s solicitor before any response is made.

There are a number of personal privacy issues for the Town Clerk and Members that must be
handled carefully and sensitively. These include the release of personal information, such as
home address and telephone number (although Member contact details are in the public
domain), and disciplinary procedures and long-term sickness absences that are affecting
service provision. In all these, and similar situations, advice must be taken from the Town Clerk
before any response is made to the media.

When responding to approaches from the media, the Town Clerk, Towyn Mayor or the Chairs of
Committees are authorised to make contact with the media.

Statements made by the Town Clerk, Town Mayor or Chairs of Committees should reflect the
Council’s opinion.
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Other Councillors can talk to the media but must ensure that it is clear that the opinions given
are their own and not necessarily those of the Council and must ask that these opinions be
clearly reported as personal views.

There are occasions when it is appropriate for the Council to submit a letter, for example to
explain important policies or to correct factual errors in letters submitted by other
correspondents; such letters should be kept brief and balanced in tone and correspondence
should not be drawn out over several weeks. All correspondence must come from the Town
Clerk.

The media are encouraged to attend Council meetings and seating and workspace will be made
available.

The Local Government Act 1972 requires that agendas, reports and minutes are sent to the
media upon request.

Notices, Meetings and Minutes

The Council website will be used to convey information on matters of interest and latest news
and will be updated regularly by officers, under the direction of the Town Clerk, or delegated
authority of the Town Clerk.

Council noticeboards and website are used for advertising meeting notices.

Social media may/will be used for advertising meeting notices, events and delivering general
public information notices.

Press Releases

The purpose of a press release is to make the media aware of a potential story, to provide
important public information or to explain the Council’s position on a particular issue. It is the
responsibility of the Town Clerk and Members to look for opportunities where the issuing of a
press release may be beneficial.

The Town Clerk or any Member may draft a press release, however they must all be issued by
the town Clerk in order to ensure that the principles outlined in section three (Legal Framework)
are adhered to, that there is consistency of style across the Council and that the use of the
press release can be monitored.

Urgent Situations

In the case of an urgent letter or press release being required in advance of a Council or
Committee meeting, this may be issued by the Town Clerk, with the agreement of the Town
Mayor, or relevant Committee Chair following circulation of a draft version to other Members for
comment.

In the case of urgent actions being required in the absence of the Members and Officers with
specific roles and responsibilities under this policy, the following delegations shall apply:

i. the Deputy Town Mayor of the Council may act in the absence of the Town Mayor;

ii. the Vice Chair of a Committee may act in the absence of the Chair;

iii. the Town Clerk may act in the absence of the Town Mayor or Deputy Town Mayor of the
Council.

Seven Principles of Conduct in Public Life
Towyn & Kinmel Bay Town Councillors are minded to abide by the seven Nolan principles which
apply to them when in office.
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i. Selflessness: you should act in the public interest.

ii. Integrity: you should not put yourself under any obligations to others, allow them
improperly to influence you or seek benefit for yourself, family, friends or close associates.

iii. Objectivity: you should act impartially, fairly and on merit.

iv. Accountability: you should be prepared to submit to public scrutiny necessary to ensure
accountability.

v. Openness: you should be open and transparent in your actions and decisions unless there
are clear and lawful reasons for non-disclosure.

vi. Honesty: you should always be truthful.

vii. Leadership: as a councillor, you should promote, support and exhibit high standards of

conduct and be willing to challenge poor behaviour.

Compliance with The Code of Conduct

The Code applies whenever you are doing anything as a Councillor. The general obligations

under the Code are:

a) Teat others with respect.

b) Do not conduct yourself in a manner which could bring you, as a Councillor, or the Town
Council into disrepute.

¢) Do not breach any aspect of the Equality Act — do not discriminate on the grounds of age,
disability, race, religion, sex, sexual orientation, gender reassignment, marriage or civil
partnership, or pregnancy.

d) Do not bully, or intimidate or attempt to intimidate anyone who may speak against you in
relation to failing to comply with the Code.

e) Do not disclose information given to you in confidence, or which is of a confidential nature,
unless you have permission or disclosure is in the public interest or you are required to
disclose it by law.

General guidelines when communicating

The following are meant as general guidelines to be followed when communicating at all levels,
and particularly around the use of social media.

Treat people with respect and protect the reputation of the Council.

Once elected/co-opted, you are seen by the public as a Councillor. You must think of yourself

as a Councillor first, and as a private individual second. Your audience needs to know whether
you are ‘speaking’ as a Town Councillor or as a private individual. It is important for the public,
for the Council and for you as an individual to clarify the capacity in which you are speaking so

as to avoid confusion and manage expectations. You will be perceived as a Councillor and not
as a private individual if you are talking about community issues.

As a Councillor, you will be breaching the Code if you say anything or act in a way which
damages the reputation of the Council. Always treat the public and other Councillors with
respect.

Respect your audience

Show consideration for other people’s views on topics that could be offensive or inflammatory,
such as politics or religion. Equally, care should be taken to avoid engagement in conduct that
would be considered unacceptable such as using slurs of any kind, personal insults or
obscenities.



11.4 Speak knowledgeably and politely
Make sure that your communications reflect your level of expertise, and limit your comments to
your area of knowledge. Before posting content, take the time to review the context and what
others have said, to be sure you are contributing in an appropriate way.

11.5 Be engaging and interactive
Try to stimulate interest in the work that you and the Council are doing, and always ask whether
your contribution adds value. If what you are posting helps others, you are adding value.
Equally, if your contribution enhances the sense of community surrounding Towy & Kinmel Bay,
or improves the image of our Council and its activities, it is adding value.

11.6 Do not be argumentative
Engaging in arguments can tarnish your credibility and reputation, and by association, that of
Towyn & Kinmel Bay Town Council. If you choose to disagree with someone, do so respectfully
and obijectively. If you speak negatively in any way, do not disparage beyond stating the facts
to make your point. Be professional, especially when accepting criticism.

11.7 Respond to mistakes quickly
If you say or write something in error, act quickly to correct it. Your credibility is judged by your
accuracy and your willingness to recognise and fix your mistakes. Be upfront and open about
doing so — we can all make mistakes.

11.8 Respect third party rights and confidentiality
Make sure you are not publishing confidential information, or images or documents to which you
do not own the copyright, with permission. If in doubt, do not publish, and make sure you credit
any sources to avoid plagiarism.

11.9 Respond to communications appropriately
When replying to email communications, think twice about whether you want to “reply all” or
whether what you have to say is better suited to one to one dialogue.

11.10 Demonstrate collective responsibility
Finally, remember that although we all have strong opinions, once we as a Town Council make
a decision, we must all stand behind that decision. The Town Council is its own legal entity
and, once a decision is made, there is no room for individual opinion that contravenes the
collective decision.

14. Emails

Emails carry inherent risks such as:

[0 Potential defamation
[0 Spreading of viruses, including Trojans which can steal data
0 Breach of confidentiality



0 Accepting files from sources in online chat rooms which could bypass firewalls or email filters
[0 Breach of contract

[0 Breach of copyright

0 Breach of data protection legislation

0 Breach of privacy and unlawful discrimination

This section of the Policy sets out the restrictive use of the Town Council’s electronic equipment,
namely, computers and telephones.

Council Employees:-
The Town Council reserves the right to monitor telephone, email and internet usage in accordance with
the law, in particular the latest Data Protection Act and the Human Rights Act.

The Council provides telephones, email and internet access solely for the purposes required for the
performance and fulfilment of job responsibilities.

Occasional and reasonable personal use of the Council’s telephone, internet and email service is
permitted, provided that it does not interfere with work performance or security.

Councillors:-

Councillors should only use their Council issued email addresses for all council related business.

Councillors should only use their council issues devices for all Council related business, however if a

Councillor exceptionally uses a Non Council issued device for any Council related business, they must

ensure that the device used:-

- Has appropriate Software Security/Protection.

- Is Pin/Password Protected.

- Is not a shared device.

- That no 3" party has access to the device.

- That any Council related business/documents/data is saved/deleted in accordance with the Town
Council’s Retention & Disposal Policy & Schedule.

Monitoring and Privacy Issues

Internet and email usage may be monitored from time to time in order to identify potential breaches of
this Policy. This may lead to formal disciplinary action. Employees should note that serious breaches
may result in dismissal for gross misconduct.

However, the Town Council is subject to Article 8 of the Human Rights Act, and this means that the
Council will respect employees’ private and family life.

Email etiquette

All employees and councillors must follow the procedure outlined below when sending and receiving
emails on behalf of the Town Council:
O Only agreed email signatures may be used

[0 All messages must use appropriate business language
O A waiver clause will be included at the end of each email message

[0 The circulating of offensive, indecent or obscene material or anything which breaches the Equal
Opportunities Policy is strictly prohibited.

[J Confidential material should not be disclosed

[0 Only attachments from a trusted source may be downloaded

[0 Ensure that the address of the recipient is correct before sending emails

[0 Ensure that a ‘reply to all’ is appropriate

[0 Ensure that essential files are saved before deleting the message in which they were received.

15. Telephone etiquette

All employees must follow the procedure outlined below when using the Council’s telephone:
00 Answer all calls by stating the name of the Town Council

1 Be polite at all times

[0 Do not be rude or abrupt to callers

[0 Do not use offensive language



0 Do not swear
[1 Check the telephone frequently for messages from callers and respond in a timely manner

Employees may make and receive personal calls as long as they are brief and infrequent. This applies
to calls on the Council’s land line or employees’ personal mobile phones.

Unacceptable behaviour on the internet

Below are examples of what the Town Council deems to be unacceptable use or behaviour by
employees:

[0 Allowing non-authorised users to access the internet using employees log in or while logged on

[ Visiting internet sites that contain obscene, hateful, pornographic or other illegal material
0 Passing on such material to colleagues or external people

0 Using the computer to perpetrate any form of fraud or software, film or music piracy

0 Using the internet to send offensive or harassing material to other users

1 Downloading commercial software or any copyrighted materials belonging to third parties, unless this
download is covered or permitted under a commercial agreement or other such licence

[0 Hacking into unauthorised areas

O Publishing defamatory and/or knowingly false material about the Council, its employees, members,
colleagues and/or customers on social networking sites, ‘blogs’ (online journals), ‘wikis’ and any online
publishing format

[0 Undertaking deliberate activities that waste staff effort or networked resources

O Introducing any form of malicious software into the corporate network
[0 Gambling on-line

[0 Disclosure of any confidential corporate information without express consent
O Any other area that the Council reasonably believes may cause problems

16. Social Media

16.1. Policy statement

This section of the policy is intended to help employees and elected members make appropriate
decisions about the use of social media such as social networking websites, forums, message boards,
blogs or comments on web-articles, including but not restricted to Facebook, Twitter, MySpace, Flickr,
You Tube, LinkedIn, blogs, discussion forums, wikis and any sites which may emerge after the creation
of this policy where Towyn & Kinmel Bay Town Council could be represented.

16.2 The following risks have been identified with social media use (this is not an exhaustive list):

e Virus or other malware infection from an infected site.

e Disclosure of confidential information.

e Damage to the Council’s reputation.

e Social engineering attacks (also known as phishing).

e Bullying or witch-hunting

e Breach of safeguarding through the use of images or personal details leading to the
exploitation of vulnerable individuals.

o Civil or criminal action relating to breaches of legislation.

16.3 Users are expected to use social media to ensure:

e aconsistent and corporate approach is adopted and maintained at all times,
e council information remains secure and is not compromised,

o they operate within existing policies, guidelines and existing legislation,

¢ the Councils reputation is not damaged or adversely affected,



¢ the principles of the Code on Conduct are complied with.

The Council reserves the right to monitor social media sites to ensure these expectations are
met.

16.4 Users must ensure that they use social media sensibly and responsibly, in line with this
guidance. Social media sites are in the public domain and officers must ensure the reliability
and be confident of the nature of the information published. Once published, content is almost
impossible to control and may be manipulated without consent, used in different contexts or
further distributed.

16.5 From time to time, the Council may have to respond to negative issues and may become
involved in drawn out conversations on social media. Members and Officers must alert the
Town Clerk as soon as practicable, so that the situation can be managed effectively and
efficiently to minimise negative publicity.

16.6  Council social media must not be used for party political purposes or specific party political
campaigning.

16.7 Officers must not seek to promote councillors’ social media accounts during Purdah, the pre-
election period, when more stringent conditions are in force and certain actions are forbidden by
law.

The scope of the policy

16.8. All employees and councillors are expected to comply with this policy at all times to protect the
privacy, confidentiality, and interests of the Council.

16.9 Breach of this policy by employees may be dealt with under our Disciplinary Procedure and, in
serious cases, may be treated as gross misconduct leading to summary dismissal.

16.10. Breach of this policy by councillors will be dealt with under the Code of Conduct.
Responsibility for implementation of the policy
16.11. The Council has overall responsibility for the effective operation of this policy.

16.12. The Clerk is responsible for monitoring and reviewing the operation of this policy and making
recommendations for changes to minimise risks to our work.

16.13. All employees and councillors should ensure that they take the time to read and understand this
policy. Any breach of this policy should be reported to the Clerk or Chair of the Council.

16.14 Questions regarding the content or application of this policy should be directed to the Clerk.
Using social media sites in the name of the council

16.15. The Clerk and administration officer are permitted to post material on a social media website in
the name of the Council and on its behalf in accordance with the rules and scope of this policy.

16.16. If you are not sure if your comments are appropriate do not post them until you have checked
with the Clerk.

Using social media



16.17. The Council recognises the importance of the internet in shaping public thinking about the
Council and the support and services it provides to the community. It also recognises the importance of
our employees and elected members joining in and helping shape community conversation and
direction through interaction in social media.

a) Before using social media on any matter which might affect the interests of the Council you must
have read and understood this policy, and;

b) Employees must have gained prior written approval to do so from the Clerk.
Rules for use of social media

Whenever you are permitted to use social media in accordance with this policy, you must adhere to the
following general rules:

16.18. Do not upload, post or forward a link to any abusive, obscene, discriminatory, harassing,
derogatory or defamatory content.

16.19. Any employee/councillor who feel that they have been harassed or bullied, or are offended by
material posted or uploaded by a colleague onto a social media website should inform the Clerk.

16.20. Never disclose commercially sensitive, personal private or confidential information. If you are
unsure whether the information you wish to share falls within one of these categories, you should
discuss this with the Clerk or Mayor.

16.21. Do not up load, post or forward any content belonging to a third party unless you have that third
party's consent.

16.22. Before you include a link to a third party website, check that any terms and conditions of that
website permit you to link to it.

16.23. When making use of any social media platform, you must read and comply with its terms of use.

16.24. Be honest and open, but be mindful of the impact your contribution might make to people’s
perceptions of the Council.

16.25. You are personally responsible for content you publish into social media tools.

16.26. Don't escalate heated discussions, try to be conciliatory, respectful and quote facts to lower the
temperature and correct misrepresentations.

16.27. Don’t discuss colleagues without their prior approval.

16.28. Always consider others’ privacy and avoid discussing topics that may be inflammatory e.g.
politics and religion. Remember that although it is acceptable to make political points or canvass votes
via your own social media accounts this will not be permissible if you are commenting on behalf of the
Council.

16.29. Avoid publishing your contact details where they can be accessed and used widely by people
you did not intend to see them, and never publish anyone else's contact details.

Monitoring use of social media websites

16.30. Employees and councillors should be aware that any use of social media websites (whether or
not accessed for Council purposes) may be monitored and, where breaches of this policy are found,
action may be taken against employees under our Disciplinary Procedure and councillors under the
Code of Conduct.

16.31. Misuse of social media websites can, in certain circumstances, constitute a criminal offence or
otherwise give rise to legal liability against you and the Council.



16.32. In particular a serious case of uploading, posting forwarding or posting a link to any of the
following types of material on a social media website, whether in a professional or personal capacity,
will probably amount to gross misconduct/breach of the Code of Conduct (this list is not exhaustive):

a) pornographic material (that is, writing, pictures, films and video clips of a sexually explicit or arousing
nature);

b) a false and defamatory statement about any person or organisation;

¢) material which is offensive, obscene, criminal, discriminatory, derogatory or may cause
embarrassment to the Council our councillors or our employees;

d) confidential information about the council or anyone else

e) any other statement which is likely to create any liability (whether criminal or civil, whether for you or
the organisation); or

f) material in breach of copyright or other intellectual property rights, or which invades the privacy of
any person.

Any such action will be addressed under the Disciplinary Procedure/Code of Conduct.

16.33. Where evidence of misuse is found the Council may undertake a more detailed investigation
involving the examination and disclosure of monitoring records to those nominated to undertake the
investigation and any witnesses or managers involved in the investigation. If necessary such
information may be handed to the police in connection with a criminal investigation.

16.34. If you notice any use of social media by other employees/elected members in breach of this
policy please report it to the Clerk/Chair in accordance with the Council’s Whistle Blower Policy.

Monitoring and review of this policy

16.35. The Council shall be responsible for reviewing this policy annually to ensure that it meets legal
requirements and reflects best practice.

17. Technology

17.1 Technology and social media are moving faster than the law can keep up. Therefore it is best to
exercise common sense and discretion as new situations arise so to avoid any legal
implications at a later date.

Further information for elected members, published by the Welsh Local Government Association, on
the use of social media can be viewed on the One Voice Wales website:-
http://www.onevoicewales.org.uk/OVWWeb/good_practicegeneral-8204.aspx



